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Introduction

Radio Frequency ldentification (RFID) gains a recent explosion of interest in both industry and academia.
A variety of applications include supply chain management, electronic payment, RFID passport,
environmental monitoring and control, office access control, intelligent labels, earthquake monitoring,
target detection and tracking, port management, food production control, animal identification, airports,
and so on. It is strongly believed that many more scenarios will be identified when RFID principle is
thoroughly understood, cheap components are available and, most importantly, RFID is sufficiently
secured. Security is one of the open issues before the wide deployment of RFID systems. On the other
hand, recent advances in digital electronics, embedded systems, and wireless communications have
motivated significant interest in Wireless Sensor Networks (WSNs). A WSN consists of a large number of
small sensors with sensing, data processing, as well as communication and networking capabilities. WSNs
are characterized of dense node deployment, unreliable sensor, frequent topology change, and severe
power, computation, and memory constraints. These unique characteristics pose new challenges to the
design of WSNs. Because sensor networks usually transmit sensitive data and operate in hostile
unattended environments, it is imperative that the security issues be addressed from the beginning of the
system design. However, due to inherently limited resource and computing capability, security
mechanisms in sensor networks are significantly different from traditional computer security. In practice,
there is an increasing trend in integrating RFID and WSNs due to their complementary nature, flexible
combination and demand for ubiquitous computing. The two technologies integration can exponentially
increase visibility and monitoring capability. Comparing with RFID or sensor networks alone, integrated
RFID&WSN has more diversity of security and privacy challenges.

Recommended Topics (not limited to)

Part 1: Fundamentals of RFID and Wireless Sensor Networks
e RFID

e Wireless Sensor Networks (WSNSs)

e Integrated RFID and WSNs

Part 2: Security in RFID

e Threats, attacks and vulnerabilities

e RFID reader security, identification and protocols
e Authenticity, authentication and privacy

e Public-key Infrastructure; key update protocols
e Encryption techniques

 DDosS attack detection

e Tag database security

e Sort signature techniques for RFID

e Scalability issues

e Hardware implementation

Part 3: Security in Wireless Sensor Networks
< Digital signature transponder

- Data protection & privacy, contract agreements

e Key update protocols

 Asymmetric and symmetric key-based approach

e DDoS attack detection, intrusion detection

e Hardware implementation

e Authenticated, anonymous Routing



e Wormhole attacks

e Wireless terrorism

e Link layer cryptography

e Message authentication codes (MACs)
e Physical tampering

e High-level security services

e Secure group management

e Policy management

Part 4: Security in RFID and WSN Integrated Networks

e Smart home security issues, models and services

e WSNs and RFID secure application for smart home

e Secure applications, like Personal health care, Business meetings, Near field communications, Systems surveillances
e Secure routing protocols

* Node capture

e Secure localization

e Hardware implementation
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